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ABSTRACT
With built-in libraries and functions, VeriLook Software Development Kit (SDK)
provides interfaces for biometric face recognition systems. This research was conducted
to gain experience in the development of face recognition system using VeriLook SDK.
A prototype named FRECPROJ was developed using the SDK. Major functions were
implemented in the prototype, including face enrollment and match using still image
files, live streaming with a web camera, or video files.
Through this research, it was realized that a typical face recognition system
performs enrollment, verification and identification functions. A single image consisting
of a single face is enrolled and the enrolled template is matched with the matching
template created from matching image to declare a match or non-match in verification
mode. While in identification, images consisting of single or multiple faces per image
are used to create a pool of templates and a matching template created from a matching
image consisting of a single face is compared with all stored templates to declare a match
or non-match. The critical factors for the development of face recognition systems were
identified including hardware, operating system, Microsoft Visual C# Express Edition
application development environment, VeriLook SDK, referencing libraries and
functions of Veri Look from Visual C# environment and developing face recognition
software including face detection, template generation, enrolling and matching of faces.
Programming techniques were presented in details in terms of implementing the SDK
functions in developing the face recognition system. It is noted that the SDK can be
utilized to help efficiently develop a face recognition system without being directly
involved in the complex algorithms.
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Chapter 1
Introduction
Biometric is a branch of computer science and technology, which measures the
physical or behavioral characteristics such as fingerprint, face, iris, hand geometry, vein
to identify persons (tiresias.org, 2008). "Humans have used body characteristics such as
face, voice, gait for thousands of years to recognize each other" (Jain, Ross & Prabhakar,
2004, p.1). Recent advances in computing capability made it possible for automated
biometric systems to be effectively used for security purpose. For example,
authentication and identification using biometric systems are becoming common in
security systems.
Face recognition technology as biometric system is being used for authentication
at the present (Ratha, Connell, & Bolle, 2001). Typical face recognition systems use
human face to enroll and use the enrolled information for verification and identification.
In this technology, facial features are extracted using the information and features of
eyes, nose, mouth and jaw edges, which are then stored into the databases for later
comparisons in identifying humans (biometricnewsporta1.com, n.d). The algorithms
extract face data and store only the required minimal information in the form of
templates. At the time of verification or identification, the newly acquired face is
converted to a template and matched with previously stored template(s).
Various products for biometric face recognition systems are available, ranging
from dedicated hardware, software to software development kits (SDK). A SDK is
designed for developers and integrators to develop or integrate face recognition system
into their own applications utilizing the libraries of SDK (neurotechnologija.com, 2008).
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The libraries and functions provided by SDK have capabilities such as camera
initialization, extracting facial features from images to create templates and comparing
templates.

1.1 Statement ofthe Problem

One crucial factor in software development and engineering is that it is time
consuming. One of the factors that the whole application development cycle depends on
is the availability of the resources. Many resources are available for software
applications development as database application development and graphics
programming. But in the case of biometrics application development, there is a lack of
technical resources and support for developers and integrators. The problem that was
studied in this research is to solve the complexities of face recognition application
development by demonstrating the basic steps on using face recognition SDK libraries
and functions for biometric face recognition software application development.
A face recognition application can enroll users, store face image data as templates
and use them later for matching purposes. It has capabilities to verify faces from other
faces and identify a specific face from multiple faces. Typical face recognition systems
initialize camera, extract features from the face, generate a template, store the template in
the database or file system with additional information such as name of the person the
template belongs to and date of template creation, verifylidentify face with the stored
templates and also does necessary maintenance such as backing up of templates. To
achieve all the functionalities of the face recognition system, advanced functions and face
recognition algorithms are required. The face recognition algorithms are based upon
complex mathematical representation and computer science topics incorporating those
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complex algorithms into a system is very time-consuming. Thus, it is imperative that
functions developed extensively can be reused so that the best efficiency can be gained
for software development. Therefore, SDK vendors develop libraries and functions that
can be reused by the developers and integrators to facilitate development of face
recognition systems. A SDK provides developers and integrators with all these functions
incorporating the developed algorithms so that developers and integrators themselves do
not have to go through the complexities of developing functions and face recognition
algorithms.

1.2 Statement ofPurpose
A software development kit (SDK) allows programmers to create new face
recognition systems or to add face recognition capabilities into their existing applications.
However, there are many technical issues to be resolved when using SDK for system
development. The main purpose of this research was to study a typical SDK for
developing face recognition systems. Issues included:
•

Hardware and software system requirements

•

Development environment and tools used

•

Use and integration oflibraries from SDK

•

Development of a basic prototype of face recognition application that can
enroll users from still images, live streaming video, stored video files and
verify or identify persons using facial data

•

Identify the basic procedures for the development of face recognition systems
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•

Analysis of the critical factors associated with the development process and
the software used

1.3 Significance ofResearch

Integrating SDK libraries and functions into the applications allows developers
and integrators to add the functionalities of face recognition into the software applications
within minimum time and resources. The library and functions in a SDK can be reused
in various systems and applications. This research will assist developers and integrators
in learning and implementing SDK libraries and functions for application development.
Overall, the efficiency of software development and application integration in building
face recognition systems was achieved by demonstrating the basic steps and processes in
the development aiming to help new developers and integrators in the field of biometric
face recognition application development.

1.4 Definition of Terms
Authentication: The technique that confinns the identity of the person who is accessing

the system to be known or unknown (bellevuelinux.org).
Authorization: The pennitted right or access to use the system (pcmag.com).
Database: Systems that stores the data.
Developers: A compute programmer who develops computer software.
Dynamic link loader (DLL): The library of one or more executable functions that run at

the runtime of host application and that cannot be executed directly by the users
(webopedia. com).
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Integrators: Integrators are the parties who build complete systems using components

from different vendors.
Libraries: Routines and programs that can be accessed and reused by the developers in

their software development environment.
Open source: Software whose source codes are open to modify.

1.5 Assumptions

•

SDK provides developers and integrators with enhanced features for particular
application development.

•

Developers and integrators are pleased with SDK due to their extending
capabilities of functionalities for application development.

•

The algorithms built in the SDK are effective for face recognition.

•

The library of functions in SDK is reliable and has been tested by the vendor
in terms of delivering the functions as designed.

1.6 Limitations

•

VeriLook SDK is proprietary and is not open for the modification and
customization of face recognition algorithms.

•

Currently VeriLook SDK does not conform to some of the face recognition
standards such as BioAPI and the template structure provided by the SDK are
proprietary.

•

VeriLook provides limited number of libraries and functions.

•

Functions for face recognition using video files are not implemented.
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•

Requires web camera capable of streaming video with a minimum resolution
of 640x480.

•

Requires images having a minimum resolution of 640x480 for enrollment and
matching.

•

Minimum system requirements include a PC with 1GHZ of processor and 128
MBofRAM.

•

Runs only in Microsoft windows, MacOS X and Linux operating systems.

1. 7 Delimitations

•

Only a demo software prototype was developed.

•

The prototype developed was capable of enrolling (including multiple faces
from a single image file or live streaming) and matching users based on image
files or live streaming video using web camera. In addition, the software is
also capable of enrolling and identifying faces from stored video files.

•

Veri Look SDK was utilized in the face recognition application development.

•

The hardware that were used are Pentium 4 microcomputer with 2.9Ghz
Processor speed, 1024 MB of RAM, 160 GB of Hard disk and a Logitech
Quickcam web camera with the resolution of 640x480.

•

Microsoft windows XP with Service pack 2 was used as an operating system
platform.

•

C#.NET programming language was used in the development process.

•

Microsoft C# Express Edition was used as the development environment.
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Chapter 2
Literature Review
Security is a huge concern in this post 9111 era for every entities ranging from
personnel to information systems. "Security is the ability of a system to protect
information and system resources with respect to confidentiality and integrity" (Ross,
1999, Computer Security: A Practical Definition, ~ 2). Weaknesses in security result in
the occurrences of unwanted and unexpected situations that can be a tedious task to be
resolved needing lots of expensive resources. Hence, the society must take the necessary
steps to reduce threats. Various technologies related to security can be implemented to
tackle the situations including biometrics systems for facility access controls.
Most of the authentication systems use passwords and/or pins. Biometric systems
provide alternatives to them by providing enhanced security. Hence, biometric systems
can be used to tighten the security. It has found that systems that are used for
immigration purposes, accessing the facilities, logging in to the computer systems use
biometrics based authentication and authorization techniques.

2.1 Biometrics

Biometrics can be referred to as authentication and identification techniques that
rely on measurable human physical characteristics, which can be automatically checked
(webopedia.com). Some biometric identification schemes include fingerprint, face, hand
geometry, iris, retina, signature, veins and voice. Biometrics based on gait is still under
research (Ronkkonen, n.d) whereas a wide variety of hardware and software systems can
be found based on face, finger and iris biometrics.
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Biometric systems store information based on physical and behavioral
characteristics in form of templates, which are utilized in the matching processes for
verification and identification. Benefits include increased security, increased
convenience, increased accountability, fraud detection and fraud deterrence (Nanavati,
Thieme, Nanavati, 2002). They are widely used in immigration offices, airports and in
facility access controls. Moreover, multi biometrics provides enhanced security if
implemented appropriately in which two, or more than two, types of biometric
authentication systems are implemented, for instance, authentication using finger and
face.

2.2 Biometrics Key Terms and Concepts
2.2.1 FAR (False Acceptance Rate)
"A biometric solution's false match rate is the probability that a user's template
will be incorrectly judged to be a match for a different user's template" (Nanavati,
Thieme & Nanavati, 2002, p.24). False acceptance rate (FAR) or False match rate
(FMR) is defined in a situation when an unauthorized person may gain access to the
facility. In other words, "if we perform a large number of trials in which people attempt
to be authenticated as someone else, the FAR may be thought of as the percentage of time
they succeed" (Woodward, Orlans & Higgins, 2003, p.l3). Hence, FAR is used to
measure the effectives of the biometrics systems.
Mathematically, false acceptance rate is defined as:
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FAR can be adjusted using similarity thresholds and scores generated by the
matchers.
The terms single FMR and system FMR are also used in the biometric industry.
Single FMR can be defined as the false match for a single comparison of two biometrics
templates, whereas system FMR is the likelihood of an impostor break-in for the given
system considering a person trying to break a system by more than one attempt to match
(Nanavati, Thieme & Nanavati, 2002).

2.2.2 FRR (False Reject Rate)
False reject rate (FRR) or False non-match rate (FNMR) is related to the situation
when an authorized person is not recognized and denied all privileges. In other words, it
is the "rate at which the system incorrectly rejects legitimate matches" (Woodward,
Orlans & Higgins, 2003, p.lS). FRR can be formulated as:

In general, FRR and FAR are inversely related. As FARis decreased, FRR will
be increased. Therefore, they must be calibrated carefully for practical applications.
Single FNMR and system FNMR terms are also used in biometric industry.
Single FNMR represents probability of a single user attempt resulting in a false match.
Single FNMR doesn't reflect real-world usage. Hence, system FNMR, where a person
with more than one attempt for results, denotes system FNMR (N anavati, Thieme &
Nanavati, 2002).
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2.2.3 Receiving Operating Characteristics (ROC) Curve

ROC is "a method of showing accuracy of a biometric system"
(biometricscatalog.org, Biometrics Glossary, p.24). It illustrates the relation between
FMR and FNMR for a system operated using certain threshold values. It is useful to tune
the biometric system for FAR or FRR by experimenting the matcher with different
threshold values.
FNMR

Threshold

/

FMR-

Figure 2.1. ROC Curve

2.2.4 FTE (Failure to Enroll)

When a person is unable to enroll in the biometric system, it is referred to as
failure to enroll. FIE occurs when the person using the system has insufficient biometric
data. Also, FIE is dependent on the design and policies of the implemented biometric
systems. If FIE rate is higher, problematic situation occurs. FIE is measured by Failure
enroll rate (FER)(bromba.com, 2008), as follows:
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2.2.5 ERR (Equal Error Rate)
Equal error rate denotes the overall accuracy of the system. It is an indicator of
the system's resistance to break-ins and ability to match templates of authorized users.
Known also by crossover rate, it is the rate at which FMR is equal to FNMR (Nanavati,
Thieme & Nanavati, 2002).

2.2.6 ATV (Ability to Verify)
Ability to verify is the combination ofFTE and FNMR, which denotes overall
percentage of users who will be capable of authenticating on a daily basis and is
formulated as (Nanavati, Thieme & Nanavati, 2002):

2.2.7 Enrollment (Nanavati, Thieme & Nanavati, 2002)
Enrollment is the procedure to recognize the person's biometric data such as face,
iris, retina and fingerprint, and store them in biometric enrollment database. It is
basically a learning process to the biometric systems, which is used to collect and store
biometric data in the form of small files known as templates .. Typical entities involved in
the enrollment process consists of
•

Biometric characteristics

•

Biometric capture devices

•

Biometric feature extractor

•

Enrollment database
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2.2.8 Templates (Nanavati, Thieme & Nanavati, 2002)
Templates are the stored biometric references for biometric features, which are
used for the purpose of comparisons. They are generated at the time of enrollment and
biometrics systems utilize the enrolled templates for verification and identification
purposes. Templates are small files with sizes varying dependent on vendors. Most
templates occupy less than 1 kilobyte of disk space, and most of them are proprietary to
each vendor and technology. It should be noted that biometric systems use templates for
matching instead of direct images.

2.2.9 Verification (Nanavati, Thieme & Nanavati, 2002)
Veri fication is the 1: 1 (one-to-one) matching process in which the users' data is
verified with his/her own enrolled data from the enrolled database and results in a match
or no match decision. Verification systems answer the question of "Am I who I claim to

be?"

VeriJitation
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Figure 2.2. Verification System (Nanavati, Thieme & Nanavati, 2002, p.ll)

2.2.10 Identification (Nanavati, Thieme & Nanavati, 2002)
Identification is the matching process in which a users' data is matched against a
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number of stored enrolled biometric data to find a match. It is also referred to as l:M
matching process, which answers, "Who am I?"
Identification
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Figure 2.3. Identification System (Nanavati, Thieme & Nanavati, 2002, p.ll)

2.2.11 Matching, Score and Threshold (Nanavati, Thieme & Nanavati, 2002)
Matching is a process used to find the degree of similarity between users or
templates. The matching process outputs a score, which can be compared with the pre
defined threshold for the declaration of match or no-match. The systems administrator
who establishes the degree of correlation necessary for the comparison to be deemed a
match generally chooses the threshold. If the matching score exceeds the threshold, it is
considered as a match and otherwise a no match.
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Figure 2.4. Matching process (Nanavati, Thieme & Nanavati, 2002, p.16)

2.3 Biometric Face Recognition

Biometric face recognition is defined as the automated or semi-automated
technique for matching facial images (tiresias.org, 2008). Face images have been used
for a long time to identify persons. The images consisting offace(s) can be captured
from various sources such as image or web camera, analyzed to obtain biometric
signatures and are stored as face templates.
Many different proprietary and non-proprietary algorithms exist for features
extraction, template generation and matching. Typically most of these algorithms are
based upon face scan technologies such as Eigenface, Feature analysis, Neural Network
and Automatic face processing (Nanavati, Thieme & Nanavati, 2002).
•

Eigenface
Eigenface is a technology developed at Massachusetts Institute of Technology

Face Recognition System Development Using SDK 21
(MIT) in which enrollment and verification is achieved using grayscale images. These
grayscale images are used to generate templates for enrollment and matching with the
information of nose, mouth, eyes and distances between these objects. Multiple
eigenfaces are generated from the original image with the means of the mathematical tool
called PCA or Principle Component Analysis (Pissarenko, 20021). Eigenfaces are
generally the distinctive characteristics features of the face, which represent only certain
features of the face in separate ghost like images. The original image can also be
reconstructed back using weighted sum of all eigenfaces that contains distinctive features
of face. "This weight specifies, to what degree the specific feature (eigenface) is present
in the original image" (Pissarenko, 20021, How does it work?, ~ 2). In the enrollment
process, the eigenfaces are mapped into numbers or coefficient to generate templates.
During the matching process, a user's template is checked against the enrolled template to
determine coefficient variation to declare match or no match. Eigenface technology is
basically used for frontal captured images (Nanavati, Thieme & Nanavati, 2002).
•

Feature analysis
This technology is based upon eigenface technology but it is more capable of

handling changes in appearances such as smiling and frowning. During the enrollment
process, feature analysis extracts dozens of features from different locations of the face
and also extracts relative location of these features (Nanavati, Thieme & Nanavati, 2002).
Feature analysis anticipates that if the features located near the mouth is shifted slightly
to another location then it has the smart capability of shifting the location of other
adjacent features for proper integrity.
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•

Neural network
Algorithms based on neural network determine which face features are most

effective in face recognition. In this case the features from enrollment image and
reference image are processed for a match (Nanavati, Thieme & Nanavati, 2002). If
there is a non-match or false match occurring between the faces of the same user, then the
system is trained automatically to improve for the matching functionality taking these
features into consideration. Hence, the system adjusts them and the matching process is
made effective to recognize faces in difficult conditions.
•

Automatic face processing
Automatic face processing or AFP is a technology that uses distances and distance

ratios between features of the objects such as eyes, nose and comers of mouth, which are
easy to acquire (Nanavati, Thieme & Nanavati, 2002). It is not as robust as eigenface,
feature analysis and neural network technology, but it is quite useful for the dim lit
frontal capture images.
Typical steps in face recognition are (tiresias.org):
•

Enrollment
o

Acquiring a sample: In this step face samples are acquired from still image
files or a web camera.

o

Features extraction: Facial features are extracted and template(s) is/are
generated which is/are then stored in the enrollment database

•

Matching
o

Acquiring a sample: The sample image that needs to be matched is
acquired using image, video file or web camera.
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o

Features extraction: Face features are then extracted to generate the
template.

o

Comparing templates: The template is matched with the stored emolled
template(s) using biometric matcher.

o Declaring a match: Based on the score resulted from the matcher and the
defined threshold, a match or no match is declared.

2.4 Biometric Face Recognition Standards

Biometric face recognition standards define the requirements of the face
recognition systems needed for interoperability and interchangeability. The major
approved biometric standards for the face recognition systems are:

2.4.1 ISO/IEC 19794-5:2005: Information Technology- Biometric Data Interchange
Formats - Part 5: Face Image Data (iso.org, 2007)

This standard specifies scene, photographic, digitization and format requirements
of images of faces. It defines how a photograph should appear rather than how to take
photographs; the image must meet the specification of visible information as gender, eye
color, and pose. Moreover, this standard specifies the best practices to capture photos for
travel documents.

2.4.2 BS ISO/IEC 19794-5:2005 (bsi-global.com, 2005)

This is the British standard version for ISO/IEC 19794-5:2005 and usability
includes identity management systems for document delivery and access, in prison, in
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suspecting crime, in citizen rights for voting, unemployment benefits, driving licenses,
controlling access to the secure areas.

2.4.3 ANSIINCITS 385-2004: Information Technology-Face Recognition Formatfor the

Data Interchange (nist.gov. 2007)
This standard specifies photographic properties including environment, pose, focus,
digital image attributes and face interchange format for relevant applications.

2.4.4 ANSIIINCITS-ITL 1-2000: Information Systems-Data Format for the Interchange of
Fingerprint, Facial, Scar Mark & Tattoo (SMT) Information (tilton, 2006)
This standard provides an XML representation for fingerprinting, facial, scar
mark and tattoo image data.

2.5 Biometric Face Recognition Technology Vendors
Biometric vendors develop hardware systems, computer software and SDKs for
face recognition solutions. Hardware systems are the devices, which can be installed
directly into the facility access controls. Face recognition software need to be installed
into the computer that is connected with surveillance cameras: The installation of
software and accessories must be done by the computer software expertise. Moreover,
currently many face recognition SDKs are available that developers may use to create
new face recognition software or to integrate face based authentication systems into their
existing applications.
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Some vendors of biometric face recognition SDKs are (biometricwatch.com, n.d):

Table 2.1. Biometric face recognition vendors
-

Vendor

XID Technologies

Descri(!tion

Provides SDKs and solutions for face detection,
face recognition, face synthesis, 3D face
animation

AcSys Biometrics

AcSys FRS SDK provides tracking, emollment,
verification, classification, database,
communication and multimedia controls

Animetrics

Animetrics90 SDK provides accurate face
recognition, analysis and visualization from
image and video source files

BioID

BioID SDK provides multimodal biometric
solutions by face recognition, voice recognition
and lip movement recognition

Cognitec Systems GmbH

FaceVACS SDK by Cognitec has basic functions
of emol1ment, verification, identification and
defines abstractions to support user defined
applications

Dream Mirh

Mirh Eye SDK offers toolkit for face detection
and recognition software systems. It can detect
face data by 24Bit RGB from a picture and
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MPEG or a Black and white picture
Identix/L-I Identity
Solutions

Facelt SDK by Identix provides face finding,
quality assessment and I: I matching capabilities

Neurotechnologija

Veri Look SDK by Neurotechnologija has
capabilities for 1: 1 and l:M matching,
simultaneous multiple face detection, processing
and identification with a comparison speed of
100,000 faces per second

Besides the proprietary vendors, there are organizations that develop SDK and
make their source code available for other users. These are named open source SDK. A
few of the open source SDK examples are listed in Table 2.2:

Table 2.2. Open source biometric face recognition SDKs

Product
Multimodal Biometric Application
Resource Kit (MBARK)

Description
Developed by National Institute of
I Standards

and Technology (NIST),

Used to develop multimodal biometric
software applications.
OpenCV

Collection of algorithms and sample
code for various computer vision
problems originally developed by Intel.

L

Face Recognition System Development Using SDK 27
2.6 Software Development

Software development utilizes built-in and/or third party functions and libraries
according to ones' need. Software Development Kit provides feature rich functions and
libraries in software development. Hence by integrating the development tools and
software SDK together, the development process will be much simpler rather than going
in the direction of complex functions and algorithms development.
The typical software development process involves:
•

Requirement analysis

•

Design

•

Implementation

•

Testing and Debugging

•

Put in to the operation or deployment

•

Maintenance or refinement

API (Application program interface) can be defined as set of routines, protocols and
tools for building software applications (querycat.com, n.d). They are also the building
blocks that make programming easier. SDK is a programming package consisting of
APIs, programming tools and documentations (webopedia.com, n.d). Companies
develop SDKs consisting of APIs and distribute/sell to the community for rapid
application developments.

2. 7 Microsoft .NETFramework, Visual Studio. NET
.NET framework was developed by Microsoft in order to facilitate application
development for Windows environment. "Programmers do not have to reinvent the
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wheel as the framework provides a rich library of APIs that applications can use"
(Bolton, n.d, Definition, '11). Many built-in libraries preexist in the .NET framework
such as libraries for graphical user interface, accessing databases, and networking. The
framework can be used to develop different types of windows as well as web-based
applications. It supports languages such as C#, C++, ASP, VB and J++.
Visual Studio.NET is a suite ofprogramming languages and related development
utilities that runs on the top of .NET framework (pcmag.com, n.d). It is also a product by
Microsoft and includes compilers and interpreters for C, C++, C#, BASIC, and J++.
Visual Studio needs to be purchased. But, Microsoft has also provided visual studio in a
light-weighed version aiming for students and hobbyists in a form of Visual Studio
Express Editions, which can be downloaded without cost (microsoft.com, 2007).

2.8 Face Recognition Software Development Kit (SDK)
Face recognition SDK is the collection of APIs, tools and documentation that can
be used for the development of biometrics face recognition software. It can also be used
to integrate face recognition technology in the user's own applications by themselves
without relying on the third party for recognition feature integration. Most of the face
recognition SDKs run on various platforms including Windows, Linux, MacOS X and
provides application program interface for:
•

Camera initiation and management

•

Enrollment (using images, live video stream)

•

One to One Verification
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•

One to many Identification

•

Other software functions

2.9 VeriLook SDK

Veri Look is the PC-based SDK designed for software developers and integrators
developed by Neurotechno10gija. It allows rapid development of biometric applications
with the help oflibraries and functions (neurotechnologija.com, 2008). Information of
VeriLook SDK can be found at http://www.neurotechnologija.coml. Major computer
industries like Lenovo have adopted SDKs from Neurotechno10gija
(neurotechno10gija.com, 2008).
Some of the features of Veri Look SDK include:
•

Face signatures detection from live video and still images

•

Designed for 1: 1 and 1:M matching modes

•

Simultaneous multiple face detection

•

Processing and identification of faces with a comparison speed of 100,000 faces
per second

•

Applications can be developed using programming tools such as C#.NET,
VB.NET, Delphi and GNU CIC++ supporting cross platform development and
implementation

•

Does not require special hardware. Requirements include a simple web camera
supporting a minimum of 640x480 image or video resolution, PC with 1 GHZ or
better processor, and 128MB of RAM. Supported application development tools
include Microsoft Visual Studio, Borland Delphi or Microsoft Visual Studio

